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Nationwide Secure Email System

Nationwide Secure emalil is an internet based system designed to let employees of
Nationwide and The Mortgage Works communicate with external recipients in a confidential
manner. This means that we can email you details about your clients and their cases
completely securely.

Secure email is easy to set up and use. This guide will enable you to setup your account to be
able to receive secure emails sent by a Nationwide employee. It also provides details for how
to quickly reset forgotten passphrases.

If you have any problems or queries regarding the system please contact the person who sent
you the email or alternatively your BDM who will be able to guide you through the process.

First time receiving an email?

1. You will receive an email in your normal Inbox notifying you that you have a
secure email from a Nationwide employee.

Click on the link contained in the email and this will take you to the login screen
for the secure email system, PGP Universal.

It will ask you to enter a ‘Passphrase’. This passphrase will be given to you by the
Nationwide employee over the phone, the passphrase cannot be emailed to you.
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Nationwide Builiding Society - Secure Email Service

In order to gain access toyour message you must first
enter the passphrase associated with this account.

Passphrase:
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2. Once you have entered the passphrase you will be taken to a new screen where
you will have to enter a new passphrase. This will be your password for gaining
access to all future secure emails from Nationwide employees.
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This server requires your passphrases to meet the following requirements

« Theymusthbe atleast 7 characters long.

s Theymusthave an uppercase letter, a lowercase letter, a digit and a
punctuation mark

For example, "kittycat" is not a valid passphrase, hut "k @t is a valid
passphrase.

Here are some recommendations for protecting your passphrase

Use an easyto remember passphrase thatyou don't need to write down
Don'tuse ohvious passphrases that can be easily guessed
Daon't make your passphrase a single word.

.
.
.
« Dontuse famous quotations.

Passphrase: |
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3. Choose what option is to be used for the delivery of future emails from
Nationwide Building Society.
e Regular email is the recommended choice
e Select PGP Web Messenger only if you want all emails from Nationwide
to go via the secure email system.
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(Recommended) Select
Regular Email option for
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Nationwide to go into your
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Currenty, you are registered as a PGP Weh Messenger user.
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| want to receive as many messages as possible via nomal email. Some messages may =il e
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Once decided and ‘Choose Option’ button pressed you will receive a confirmation message.

Your access and passphrase have now been set.

To access your email you will need to close this browser window, go back to your original
email and login with your new passphrase.
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What to do if you have forgotten your passphrase?

On the login page, via an email link or directly via https://securemail.nationwide.co.uk, select
the link ‘I lost my passphrase’.
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Nationwide Building Society - Secure Email Service

In order to gain access to your account and messages
you must first enter your email and passphrase
associated with this account.

Select link “| lost my passphrase” —
to request a new Passphrase. g atlonwide
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You will then need to enter your email address and select ‘Send'.
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You will receive a message confirming that the email has been sent.
An email will be sent to your normal email account from

“PGP Universal <do-not-reply@nationwide.co.uk>".

This email will contain a link which will take you to the following page:

j Nationwide Secure Email - Change Passphrase - Micrasoft Internet Explorer provided by Nationwide Building Society Intranet
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‘This sarver requiresyour to meet he

= They must be at least 7 characters long.

« They must have an uppercase lefter, a lowercase letter, a digitand a
punctuation mark

For example, “kittycat' is not a valid passphrase, but "kiftye @' is a valid
passphrase.
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Here ére some

« Use an easyto remember passphrase that you don't need to write down.
» Dontuse obvious passphrases that can be easily guessed.

= Don't make your passphrase a single ward.

« Dontuse famous quotations.

Passplirase: ||

Enter new Passphrase of your choice
(which meets requirements)

c» Nationwide
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| Re-enter new Passphrase

Select Continue

Enter the Passphrase in both boxes and select ‘Continue’, this will take you to the Settings
screen or the Inbox depending on your previous selection.

You will now be able to continue to use the secure email system in the normal way.

If you have any problems or queries regarding the system please contact the person who sent

you the email or alternatively your BDM who will be able to guide you through the process.
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